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Managing IBM i Security 

Using IBM i Services

Agenda

▪ What are these Services and Why use them?

▪ Using Services in ACS

▪ Using Services in a CL program

▪ Using Services in ARE

▪ More information
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IBM i Services

What and Why

▪ SQL views which provide access to IBM i data using SQL 

rather than running a command or writing to an API 

otherwise writing a ‘traditional’ program

▪ Typically faster access

▪ Easy access to data via languages such as python

▪ Provides information in a ‘better’ format
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Don’t Run Away!

▪ Just because these are SQL-based – don’t be frightened 

and think you can’t use them if you aren’t familiar with SQL!

IBM i Service Webpage

https://www.ibm.com/support/pages/node/1119123
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Detailed Description of the Service

Access Client Solutions (ACS) – Run SQL Scripts
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Resources from IBM (Scott Forstie and Tim Rowe)

https://www.ibm.com/support/pages/ibm-i-tutorials-demos-and-sql-examples-0

Core of IBM i Security 

Object authorities

Access to libraries, 

directories and their 

objects

System Values

Security-relevant global settings

Users

User profile settings
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User Profiles

▪ QSYS2.user_info

▪ DSPUSRPRF USRPRF(*ALL) OUTPUT(*OUTFILE) and QSYRUSRI

▪ SELECT * from qsys2.user_info;

▪ Benefits:

▪ Immediately current regardless of new, changed or deleted profile

▪ Select any fields based on any criteria (e.g., special authorities, 

groups, limited capabilities, last used date, default password)

QSYS2.user_info – Default Passwords

▪ ANZDFTPWD

▪ SELECT authorization_name, password_expiration_interval, 
special_authorities, group_profile_name, 
supplemental_group_list, last_used_timestamp, status, 
text_description from qsys2.user_info where 
user_default_password = 'YES’ order by status;
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QSYS2.user_info – Special Authorities

QSYS2.user_info – Use Your Imagination!

▪ Get a list of profiles to disable or delete

▪ Last used -> Creation date -> Restore date

▪ Profiles not owned by xx user profile

▪ Profiles with Authority Collection active and/or collection 
exists

▪ Action auditing values enabled at the profile

▪ Profiles that are limited capability *NO or *PARTIAL

https://www.ibm.com/support/knowledgecenter/ssw_ibm_i_74/rzajq/rzajqviewuserinfo.htm
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QSYS2.group_profile_entries

▪ DSPAUTUSR SEQ(*GRPPRF)

▪ DSPUSRPRF PYLAB *GRPMBR

Object Authority Services

▪ QSYS2.object_privileges (DSPOBJAUT)

▪ QSYS2.ifs_object_privileges (DSPAUT)

▪ QSYS2.object_ownership (WRKOBJOWN / QSYLOBJA)
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QSYS2.authorization_list_user_info (DSPAUTL)

QSYS2.authorization_list_info (DSPAUTLOBJ)
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System Values

▪ QSYS2.system_value_info

▪ Equivalent of QWCRSVAL API

Authority Collection
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Ways to Use the Authority Collection – V7R3

▪ Determine the authority required for service accounts to 

work with database files.  Simply turn on the authority 

collection for the service account, examine the entries, and 

determine the authority required. Undoubtedly it will not 

require *ALLOBJ!

▪ Determine where authority is coming from

▪ Debug authority failures

Determining What Authorities a Profile Needs 
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Analyzing the Profile’s Collection

V7R4 - Authority Collection by Object

▪ By object, collects the users accessing the objects along 

with:

▪ Current authority

▪ Source of the authority

▪ Specific authority required by the Operating System
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Configure Authority Collection on the Directory

Notes:  

Object authority collection is already started so no need to run 

the STRAUTCOL command 

Not starting the collection for ‘/home’ – only /home/cjwdemo
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Notice – no information for ‘/home’

Object Authority Collection Views

▪ QSYS2.AUTHORITY_COLLECTION_OBJECT

▪ Use when the number of entries in the authority collection is large 

and you are looking for a specific object or objects in a specific 

library

▪ QSYS2.AUTHORITY_COLLECTION_LIBRARIES

▪ Use when the number of entries in the authority collection is small 

or you are looking for all or most objects in the authority collection.

▪ QSYS2.AUTHORITY_COLLECTION_FSOBJ (IFS objects)

▪ QSYS2.AUTHORITY_COLLECTION_DLO
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Other Services

QSYS2.object_statistics (DSPOBJD)
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QSYS2.ifs_object_statistics

Adopted Authority 

▪ QSYS2.program_info (DSPPGM / DSPPGMADP)

▪ QSYS2.sql_check_authority 

▪ Flips Dynamic User Profile attribute from *OWNER to *USER (or 

vice versa)
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SYSTOOLS.group_PTF_currency

QSYS2.server_share_info

▪ Just released 10/06/2020!!!

▪ V7R4:  SF99704 Level 10

▪ V7R3:  SF99703 Level 22
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Save Your Work!

Using Services in a CL PGM
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Two Options

▪ RUNSQL – added V7R1

▪ Runs SQL statements from within a CL program

▪ https://www.ibm.com/support/knowledgecenter/ssw_ibm_i_74/sqlp/rbafyrun

sql.htm

▪ https://www.rpgpgm.com/2014/03/run-sql-statements-in-your-cl.html (Simon 

Hutchinson)

▪ RUNSQLSTM

▪ Runs SQL statements defined in a source file

▪ https://www.ibm.com/support/knowledgecenter/ssw_ibm_i_72/cl/runsqlstm.htm

▪ BOTH have the restriction that you can’t run SELECT

RUNSQL

PGM                                                                                                                  

DCLF       FILE(QTEMP/LIBRARY) ALWVARLEN(*YES)   ALWNULL(*YES)                       

DCL         VAR(&LIBNAME) TYPE(*CHAR) LEN(10) 

CHGJOB  CCSID(37)                                                                                                            /* Set CCSID (from 65535)              */

DLTF       FILE(QTEMP/LIBRARY)                       

MONMSG     MSGID(CPF2105)                            

RUNSQL     SQL('CREATE TABLE QTEMP.LIBRARY   AS    + 

(SELECT SYSTEM_OBJECT_NAME,  OBJECT_TYPE,  OBJECT_AUTHORITY,   AUTHORIZATION_NAME,  TEXT_DESCRIPTION  + 

FROM QSYS2.OBJECT_PRIVILEGES                       + 

WHERE OBJECT_TYPE = ''*LIB''  AND AUTHORIZATION_NAME = ''*PUBLIC'' AND  OBJECT_AUTHORITY <> ''*EXCLUDE'' )  +        

WITH DATA') COMMIT(*NONE) NAMING(*SQL) 

MONMSG     MSGID(SQL9010) EXEC(GOTO CMDLBL(DONE)    

OVRPRTF    FILE(QPQUPRFIL) MAXRCDS(*NOMAX) SPLFNAME(LIBAUT) OVRSCOPE(*CALLLVL)    /* Name spooled file – LIBAUT        */    

RUNQRY     QRYFILE((QTEMP/LIBRARY)) OUTTYPE(*PRINTER) FORMSIZE(*RUNOPT 378)               /* Print report                    */

DONE:

ENDPGM
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https://www.ibm.com/support/knowledgecenter/ssw_ibm_i_74/sqlp/rbafyrunsql.htm
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Administration Runtime Expert (ARE)

Administration Runtime Expert (ARE)

▪ Check various system settings across multiple partitions

▪ Authorities, User profile configurations, System value settings 

▪ PTFs

▪ Network configuration

▪ ... and more – including the ability to customize your own

▪ You create a template of what you want checked 

▪ Run via ARE scheduler or ad hoc

▪ Reports can be emailed

▪ Can also ‘fix’ or push out changes
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Security-relevant features

▪ File and directory authorities

▪ System values

▪ User profile configuration

Customize what is Checked
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Summary

▪ SQL isn’t that difficult!

▪ MANY examples exist to help you

▪ Scott Forstie’s github gists https://gist.github.com/forstie

▪ Views often provide information more easily, is up-to-date 

and often performs better 

▪ Views allow you to gather information from multiple 

partitions without having to physically sign on

▪ CL programs running SQL can be added to your favorite 

job scheduler

Who knows the places you might go?
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For More 

Information 

IBM i Services page

▪ https://www.ibm.com/support/pages/node/1119123

IBM Tutorials

▪ https://www.ibm.com/support/pages/ibm-i-tutorials-demos-and-sql-
examples-0

IBM Application Runtime Environment support page

▪ https://www.ibm.com/support/pages/ibm-administration-runtime-expert-i

IBM i Security Reference – PDF

https://www.ibm.com/support/knowledgecenter/ssw_ibm_i_74/rzarl/sc415302.
pdf?view=kc

▪ Chapter 10 – Authority Collection

IBM i Security Administration and Compliance, 3nd edition, by Carol Woodbury, 
2020.
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Questions?

Contact:  carol@DXRSecurity.com
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