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Authority Collection Services

Todays agenda

» What is the problem?

» What are Authority Collection Services?
» How do you use them?

» How do you get them?

» How much do they cost?

» What don't they do?



What is the problem?

IBM i is the most secure platform in the world right ?

Yes - but it has to be configured
And It has to be maintained

ProTip Check out 5733ARE to help you with maintenance



What is the problem?

» By default your system is not secured

» Too many users have *ALLOBJ authority

» Users gain authorities via Groups, Adoption &
Swaps

Protip — Use IBM | Services to help you check

AUTHORIZATION_NAME | STATUS NO_PASSWORD_INDICATOR | PREVIOUS_SIGNON TEXT_DESCRIPTION
|QLPAUTO “ENABLED  |NO - I[BM-supplied User Profile
|QLPINSTALL "ENABLED  INO - [BM-supplied User Profile
|QSECOFR *ENABLED  |YES 2015-09-20 13:05:04,000000 | Security Officer
|QSECOFRL “ENABLED  |VES 2015-09-20 14:29:08.000000 | Security Officer
1QSYS “ENABLED  NO - [Internal System User Profile
\ROWTON “EMABLED  [YES 2015-09-20 13:56:51.000000  Rowton Support
SURPRISE *ENABLED  |YES 2015-09-20 14:29:52,000000  |Has AllObj because Rowton is Group Profile
ZENDADMIN “ENABLED  NO - Zend Server Administrator




IBM i Services give you a better answer

For example — Finding Users with the All Object Special Authority
PRTUSRPRF TYPE(*AUTINFO) SPCAUT(*ALLOBI)

User Group *ALL xAUD SYS x, x*SAYV xSEC x*SER xSPL User
Profile Profiles 0UBJ [ CFG : SYS ADM VILCI CTl Class
ULPAUTO *NONI ) X *SYSOPR

/
A

ULPINSTALI *NONI X X X X X xSYSUOPR

USECOFR *NONI X X X X X X *SECOFR
USECOFR1 *NONI b b X X X h X «SECOFR
USYS *NONI X X X X b X b *SECOFR
ROWTON *NUNI X b A b b X X X «SECUFR
ZENDARDMIN *NONI X X X A h X *xSECOFR

Using IBM i Services we get a more complete answer

AUTHORIZATION_NAME | STATUS NO_PASSWORD_INDICATOR | PREVIOUS_SIGNON | TEXT_DESCRIPTION
QLPAUTO "ENABLED  |NO - IBM-supplied User Profile
QLPINSTALL “ENABLED  |NO - [BM-supplied User Profile
QSECOFR “ENABLED  |VES 2015-09-20 13:05:04.000000  |Security Officer
QSECOFRL “ENABLED  YES 2015-09-20 14:29:08.000000 | Security Officer
QSYS “ENABLED  |NO |- Internal System User Profile
*ENABLED ' Profile
A0MIN NABLED  NO end Server Administrator

User SURPRISE inherits the *ALLOBJ super power from its Group Profile ROWTON.
It does not have *ALLOBJ specified in its own right so does not show up on the PRTUSRPRF.
That doesn’t stop this user from having full access to every object on the system!



What is the problem?

» What happen when there is a problem with authority?

» We Call Support

» Often, their default answer is to grant more authority

Graphics by pixabay.com



What is the problem?

» What happen when you apply a software patch / upgrade?

Often the new default authority after patching is too generous

Most ISV's are interested in making software work,
not making software secure
Graphics by pixabay.com



One size does NOT fit all!

» Not all users need the same level of access

» Some users need more authority than others

» How do you know which user needs what
authority?

» How can you know what authority is really needed?



So what is the Business problem?

Figuring all this out takes time and
money

Because of GDPR there is a bigger cost if you ignore security!



What is the challenge?

How can | improve my security without

BREAKING MY APPLICATION!!
or
BREAKING THE BANK
(Spending too much)



What are Authority Collections?

It is an IBM supplied monitoring service which:
Calculates what authority you have
Watches what you do
Works out what authority you actually needed
Records the above information

Reports it back to you



How do they work?

They work like Performance Collection Services:
They run in the background
They have a very small performance overhead
You can start and stop them whenever you like
You choose how much you want to monitor

They can use up a lot of disk space



How do you use them?

Step 1 - Choose a User

Step 2 — Choose a library

Step 3 — Start the Authority Collection
Step 4 — Wait while the user does their job
Step 5 — Analyse the results

Step 6 — Repeat
(Monitor different time, user, application, etc)



How do you use them?

Start Authority Collection (STRAUTCOL)

ress Enter.
> ROWTON Name

RITMON 7 Name

xSYSBAS Name
more \

xALL Name
more val

xALL xALL

*ALL *NONE

Include file system objects xNONE xNONE

+ for
Delete collection xNO

Detaill




How do you use them?

Example: Starting Authority Collection using Nav for i

IBM* Navigator for i

« Welcome
+ Dashboard

Search Task

E IBM i Mansgement
@ Target Systems and Groups
@ Favorites
@ System
@ Monitors
[ Basic Operations
@ Work Management
B Configuration and Service
@ Network
B Integrated Server Administration
B Security
B Users and Groups
+ Users
8 Groups
+ Create User
+ Create Group
+ User Properties
B Manage Collections
» Start Authority Collectian
* Ead Autharity Coliection
» Dspay Authority Collection
* Delate Autherty Collection

@ All Tasks

@ Database
A Journal Management

==

oK) Conce )

Welcome gsecof Target system: 192.168.2.206 Help Logout
Wekome % Dashboard x[SmAmomyColkcmn x

User: [Rowton
Ubraries to search: Use entry lrom below v | | Beowse

[Ritmort
Objects to search: All v All, Generic* or Name (up to 10)
Object types: Al v | | Browse | All, Types (up to 10)
Include document library objects  None v
Include file system abjects None v | | Browse
Delete previous collection? No
Detals: Object Information i
Ubraries to omit: None v | | Beowse



How do you use them?

Example : Ending Authority Collection

End Authority Collection (ENDAUTCOL)

Enter

User profile N\ ) " Name

IBM® Navigator for i Welcome gsecofr
\ie e Welcome Dashboard End Authority Collection
Dashboard
Search Task peo

z = Please provide the user information for your task:
B IBM i Management @ P Y

User name: [Rowton Browse...
OK Cancel

Target Systems and Groups
Favorites
System
Monitors
Basic Operations
Work Management
Configuration and Service
Network
Integrated Server Administration
Security
B Users and Groups
Users
Groups
Create User
Create Group
User Properties
E Manage Collections
Start Authority Collection
End Authority Collection
Display Authority Collection

Delete Authority Collection




How do you use them?

Example : Display Authority Collection

SELECT * FROM QSYS2.AUTHORITY_COLLECTION WHERE USER_NAME
= ‘ROWTON’

Enter SQL Statements

SQL statement, press Enter.

Current connection is to relational database SOB606FCR.
SELECT x FROM QSYS2.AUTHORITY_COLLECTION
WHERE USER_NAME = "ROWTON'




How do you use them?

This is not the best way!

SELECT * FROM QSYS2. AUTHORITY_COLLECTION WHERE USER_NAME
= ‘ROWTON'’

Display Data
Data width
Position to line . . . . Shift to column

AUTHORTZATION_NAME CHECK_TIMESTAMP SYSTEM_OBJECT_NAME SYSTEM_OBJECT_SCHEMA SYSTEM_OBJECT_TYPE ASP_NAME ﬂSP_NUMBé

ROWTON 2016-12-19-16.14.49.615896 WRKOUTQS RITMON *SYSBAS
ROWTON 2016-12-19-16.14.49,616068 YRKOUTQS RITMON *SYSBAS
ROWTON 2016-12-19-16.14.49,.616310 WRKOUTQS RITMON : *SYSBAS
ROWTON 2016-12-19-16.14.49,620269 WRKOUTQS RITMON xSYSBAS
ROWTON 2016-12-19-16.14.49.616058 WRKOUTQS RITMON xSYSBAS
ROWTON 2016-12-19-16.14.49,620193 WRKOUTQS RITMON xSYSBAS
ROWTON 2016-12-19-16.14.49.616046 WRKOUTQS RITMON *SYSBAS
ROWTON 2016-12-19-16.14.49.616032 WRKOUTQS RITHON *SYSBAS
ROWTON 2016-12-19-16.14.54.968153 RITMON RITMON *SYSBAS
ROWTON 2016-12-19-16.14.54.968107 RITMON RITMON xSYSBAS
ROWTON 2016-12-19-16.14.54,968132 RITHON RITMON xSYSBAS
ROWTON 2016-12-19-16.14.54.968033 RITMON RITMON *SYSBAS
ROWTON 2016-12-19-16.14.54.968266 RITMON RITMON *SYSBAS
ROWTON 2016-12-19-16.14.54.968119 RITMON RITMON *SYSBAS
ROWTON 2016-12-19-16.14.49.622410 RITOOSFM RITMON *SYSBAS
ROWTON 2016-12-19-16.14.49,619940 RITOO3 RITMON xSYSBAS
ROWTON 2016-12-19-16.14.49.619926 RITOO3 RITMON xSYSBAS

B-Exit @E-Cancel BE-Left B-Right F2 18R @Z-Vidth 80




How do you use them?

Example : Display Authority Collection using Nav for i

IBM® Navigator for i

= Welcome
« Dashboard

|Search Task
E IBM i Management
Target Systems and Groups
@ Favorites
@ System
@ Monitors
@ Basic Operations
B Work Management
[ Configuration and Service
B Network
@ Integrated Server Administration
@ Security
B Users and Groups
= Users
Groups
» Create User
= Create Group
= User Properties
E Manage Collections
» Start Authority Collection
» End Authority Collection
= Display Authority Collection
= Delete Authority Collection

Welcome qsecofr

[ 1
Welcome X H Dashboard ‘ Display Authorit'y Collection X |

User Information

Please provide the user information for your task:

User name: [Rowton | [ Browse... |

Cancel |




How do you use them?

Nav for | is a much easier starting point!

-]
IBM® Navlgator fori Welcome gsecofr Target system: 192.168.2.206 Help | Logout | -II I E

Welcome : Dashboard 3 ‘ Display Authority Collection 3 || Display Authority Collection - Rowton ‘
Display Authority Collection - Rowton - 192.168.2.206
e I @ v @ W m | Actions ¥ 155(;‘/‘_',%
No filter applied
| systm ObjectName SESONECtsysomopeerype AN QWRR wnerysowes | Somed Aoty SR copted el ek ety
Wrkoutgs RITMON *FILE *ALL USER *ALLOBJ X
Wrkoutgs RITMON *FILE *ALL USER *ALLOB] X
| Wrkoutqs RITMON *FILE *ALL USER *ALLOB) X
[ 7__ Wrkoutgs RITMON *EILE *ALL USER *ALLOB] X
| Wrkoutgs RITMON *FILE *ALL USER *ALLOBJ X X
iﬁ Wrkoutgs RITMON *FILE *ALL USER *ALLOB] X
: Wrkoutgs RITMON *FILE *ALL USER *ALLOBJ ADOPTED *ALLOB]  *ALL X
| Wrkoutqs RITMON *FILE *ALL *ALL USER *ALLOB] ADOPTED *ALLOB]  *ALL X X
| Ritmon RITMON *FILE *ALL USER *ALLOBJ X
| Ritmon RITMON *FILE *ALL USER *ALLOB] X X
| Ritmon RITMON *FILE *ALL USER *ALLOBJ X
| Ritmon RITMON *FILE *USE *ALL USER *ALLOBJ X
Ritmon RITMON *FILE *ALL USER *ALLOB] X
| Ritmon RITMON *FILE *ALL *ALL USER *ALLOBJ X X
| Rit005fm RITMON *FILE *ALL USER *ALLOBJ X
|| Ritoo3 RITMON *PGM *ALL USER *ALLOBJ X
Rit003 RITMON *PGM *ALL USER *ALLOBJ X
| Rit00S RITMON *PGM *ALL USER *ALLOB] X
i‘ Rit005 RITMON *PGM *ALL USER *ALLOBJ X
| Rit002 RITMON *PGM *ALL USER *ALLOBJ X
: Rit002 RITMON *PGM *ALL USER *ALLOBJ X
| Rit004 RITMON *PGM *ALL USER *ALLOBJ X
| Rit004 RITMON *PGM *ALL USER *ALLOB] X




How do you use them?

Export your data for further Analysis

IBM® Navigator for i

Welcome gsecofr

v

&
I
=
=
F)

=]

=
=

|ad|
2]

... | No filter applied

System Object Name

Wrkoutgs
Wrkoutgs
Wrkoutgs
Wrkoutgs
Wrkoutgs
Wrkoutgs
Wrkoutgs
Wrkoutgs

Ritmnn

System
Library

RITMON
RITMON
RITMON
RITMON
RITMON
RITMON
RITMON

RITMON
RTTMNON

Welcome H Dashboard ¢ H Display Authority Collection ¢ H Display Authority Collection - Rowton ¢

Display Authority Collection - Rowton - 192.168.2.206

& 8- & @

Actions ¥ |
Properties
Permissions « q
) ) Require Current
--- List Actions ---  Ft Type Authority Authority | e
Permissions *ALL U
Columns... *ALL U
Save as Favorite “ALL U
= |
™ Refresh *ALL U
Export » | Export as HTML *ALL U
@ m , Export All to CSV *ALL U
Export All to CSV U
i Confi Opti
on lgu.re ptions *ALL *ALL U

*FTIF kAL



How do you use them?

Use IBM i Services to review authority collection data

IBM i Service Type of Service IBMi7.4 IBMi7.3 IBMi7.2
Security Services
QASYS52 AUTHORITY _COLLECTION View Base
QSYS2 AUTHORITY_COLLECTION_DLO View Base
LSY 52 AUTHORITY _COLLECGTION_F508J View Basze -
QSYS2 AUTHORITY_COLLECTION_LIBRARIES View Base
5Y 52 AUTHORITY _COLLECGTION_OBJECT View Base
QSYS2 AUTHORIZATION_LIST_INFO View SFOOT03 Level 4 SFaOT0Z Level 16
QSYS52 AUTHORIZATION_LIST_USER_INFO View SF99T03 Level 4 SFO9T0Z Level 16
QSYS2 DRDA_AUTHENTICATION_ENTRY _INFO View Base SFOOTO2 Level 5
QASY 52 FUNCTION_IMFO View Hase Base
QSYS2 FUNCTION_USAGE View Base Base




How do you use them?

What information is collected?

User name

Group name

Current authority

Minimum authority required

Source of the current authority
Whether adopted authority was used
Source of adopted authority
Authorisation list name

And much more......



In Summary

Put simply Authority Collections are a monitoring
service that:

Checks what authority you have

Watches what you do

Works out what authority you actually needed
Records the above information

Reports it back to you



How much do they cost?




Enhanced in IBM i 7.4

IBMi7.4
You can not collect security data based on an object

All user based functions from 7.3 still supported

ProTip:
You can use a combination of user and object to get a better answer



What don’t they do?

Authority Collections Services DO NOT do the following:

They do not apply the security changes
You still have to apply the security

They do not summarise the security you need
You get multiple entries per object

They do not clean up after themselves
You have to delete the authority collections



What should you do next?

| recommend you do the following:

Group your entire application into modules

Group your users into a small number of classes

Use Authority Collection Services for one module
Summarise what authority you need for each user class
Create a security schema that represents this authority
Apply this security schema to a module

Repeat for the next module



That sounds like a lot of work!

Summarise what authority you need for each user type
Create a security schema that represents this authority

Apply this security schema to your system

Monitor your system to check for deviations from schema
This can seem a little daunting - it is a lot of work!

5733ARE Administration Runtime Expert is your friend
It will help you implement and monitor these authorities



Something to Remember

Authority Collection Services output is to a database file
This means you can integrate, summarise and archive it
A few SQL Examples from IBM website

See all authority information for ‘USER1?’
SELECT * FROM QSYS2.AUTHORITY_COLLECTION

WHERE USER_NAME ="USERT’

View authority info for USER1 for object PAYROLL in library

PAYLIB

SELECT * FROM QSYS2.AUTHORITY_COLLECTION
WHERE USER_NAME ="'USER1' AND
SYSTEM_OBJECT_NAME = ‘PAYROLL'AND SYSTEM_OBJECT_SCHEMA

= ‘PAYLIB’



Questions?




B Thank you



